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INTRODUCTION 

The Canadian Life and Health Insurance Association (CLHIA) greatly appreciates the opportunity to 
provide comments in response to the Committee on Institutions’ Consultation on Bill 64, An Act to 
modernize legislative provisions as regards the protection of personal information (hereinafter “Bill 64”). 

We would like to begin by saying that we commend the government’s willingness to modernize the 
Act respecting the protection of personal information in the private sector (hereinafter the “Private 
Sector Act”) so that the new legal framework reflects best practices and new ways of protecting 
personal information.  

Every day, millions of Quebecers entrust their most sensitive personal information to life and 
health insurers. Protecting the confidentiality of this information is crucial to maintaining public 
confidence in our industry. The CLHIA and its members are keen to work with the government to 
put in place a robust, coherent regulatory framework that will protect consumers while promoting 
innovation and a dynamic insurance market in Quebec.  

This new legislative framework must protect personal information while allowing businesses to 
innovate and offer customized products and services that meet consumers’ needs. Life and health 
insurers need to develop ways to better meet the needs of their clients, whether by using innovative 
approaches to reduce costs for small businesses or by providing Quebecers with access to virtual 
health care. In order for Quebec businesses and consumers to take full advantage of these new 
approaches, it is essential that the regulatory framework does not present barriers to innovation. 

In addition, the regulatory framework must help maintain the competitiveness of companies that 
do business in Quebec, especially in a context of reviving the Quebec economy. Our members are 
partners with small and medium-sized businesses that operate in all regions of Quebec, for their 
group insurance programs or pension plans for example. For everyone, economic attractiveness 
and a reduced administrative burden are key to success. 

ABOUT CLHIA 

The CLHIA is a voluntary association whose member companies account for 99 per cent of Canada's life 
and health insurance business. The life and health insurance industry plays a significant role both 
economically and socially in Quebec. It protects about 7.4 million Quebecers, paying out more than 
$20 billion to them each year in benefits. Ninety per cent of this total goes to policyholders during their 
lifetime as annuity, disability, supplementary health or other benefits, while the remaining 10 per cent 
goes to beneficiaries upon the death of policyholders. In addition, life and health insurers have 
investments totalling nearly $140 billion in Quebec. These companies play a key role in Quebec’s 
economy. The vast majority of life and health insurers in the Canadian marketplace are licensed to 
operate in Quebec, with 15 headquartered in the province. Life and health insurance companies also 
employ nearly 32,000 Quebecers. 

KEY ELEMENTS 

Generally, our review has shown that there are several areas where Bill 64 differs significantly from 
other privacy legislation in Canada. We strongly urge that the government of Quebec consider the 
importance of coordination with other jurisdictions in Canada, while maintaining its leadership role. 
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Coherent Regulatory Framework 

Many companies operating in Quebec do business across Canada. Having separate and potentially 
incompatible rules in Quebec can hinder their ability to operate nation-wide. As Canada’s governments 
and businesses begin to bounce back from the COVID-19 crisis and direct their efforts towards the 
economic recovery, it is essential that there be regulatory coordination across all jurisdictions so as not 
to impose an additional burden. 

We note that Bill 64 relies heavily on the General Data Protection Regulation (GDPR). We agree 
with a modernization of the Private Sector Act and the fact that certain areas can draw on the 
GDPR. However, it is essential to ensure that modernization is coordinated with other Canadian 
jurisdictions as much as possible. It must also be adapted to the realities of Quebec in order to 
provide world-class privacy protection without compromising the ability to innovate and compete 
in Canada or elsewhere. 

Cross-Border Data Flows 

The ability to move personal information quickly and securely across jurisdictions is necessary 
for many businesses. Life and health insurers that operate in Quebec rely on the secure and 
uninterrupted flow of data across provincial and international borders to carry out their commercial 
and back-office functions including underwriting, reinsurance, client services, product development, 
information technologies and market research. 

Bill 64 amends the Private Sector Act and proposes that personal information can only be 
communicated outside Quebec after an exhaustive privacy impact assessment has been completed. 
In addition, the flow of information is permitted only when the jurisdiction where the information 
will be communicated has an equivalent level of protection as afforded under Bill 64. However, there 
appears to be no mechanism to compensate for the lack of equivalency between the legal regime of 
the jurisdiction where the personal information is communicated and the one applicable in Quebec. 
Nor does there appear to be any flexibility particularly with respect to the results obtained in the 
multi-factor assessment or based on the business model. 

Bill 64 is silent on whether personal information crossing provincial borders in Canada would be 
subject to these requirements, leaving open the possibility that the communication of personal 
information across provinces would also be impacted by the legislative amendments. If that were 
the case, it would significantly impair the ability of all companies, including life and health insurers, 
to operate not only beyond Canada’s borders but within Canada as well. 

The amendments, as proposed, could hurt Quebec-based businesses that operate domestically 
and internationally. In order for Quebec-based companies to continue operating competitively, 
it is crucial to facilitate the free and secure flow of data across provinces and countries.  
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Entry into Force, Grandfathering and Penalties 
 
Considering that the use of technology is an integral part of the day-to-day and economic activities 
of life and health insurers (legacy systems, applications, data centres, infrastructure), our members 
will need two to three years from the entry into force of Bill 64 to implement business processes 
and make the necessary changes to existing structures, as more fully explained in the detailed 
comments document attached. 
 
In addition, a grandfather clause is crucial for certain obligations in consideration of the consents, 
notices and documents already sent to consumers, information systems, technological processes 
and decisions that precede Bill 64. 
 
This is especially important as Bill 64 prescribes substantial criminal fines and monetary administrative 
penalties for anyone who is in contravention of specific provisions of the Private Sector Act. Further, 
Bill 64 provides for a private right of action allowing individuals to be compensated for injury resulting 
from an unlawful infringement of rights granted by the Private Sector Act. 
 
Taken together, these measures may represent significant amounts. Moreover, a lack of clarity on 
how they will be applied may discourage innovation and stifle trade. It is important that penalties 
are balanced and reasonable so as not to result in excessive caution and deter healthy competition. 
 
The legislation should therefore provide companies with some flexibility by giving them a window 
of time to adjust to the new provisions before heavy penalties are imposed. We further recommend 
the inclusion of a principle of proportionality and a materiality test where the impact of the violation 
would be taken into consideration, among other things. 
 
CONCLUSION 
 
The life and health insurance industry offers the government its full cooperation to ensure that the 
changes made to the privacy regulatory framework will protect consumers without creating barriers 
to innovation that will benefit Quebecers and Quebec-based businesses. To achieve these objectives, 
it is essential that Quebec strive to ensure a coherent regulatory framework across all Canadian 
jurisdictions so that businesses, which serve Quebec consumers, are not at a competitive disadvantage. 
 
For our technical comments and for more information on the issues addressed in this letter, please 
see the attached detailed comments document. 
 
Should you have questions regarding any of our comments, please contact the undersigned. 
 
Sincerely, 
 
 
 
Lyne Duhaime 
President, ACCAP-Québec  
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CLHIA DETAILED COMMENTS ON BILL 64 
 
Life and health insurers believe that certain aspects of the bill are significant enough to create 
substantial problems either operationally or competitively, while others merit clarification or minor 
adjustments to the text as drafted. In addition to the issues addressed in our cover letter, we have 
identified critical aspects with respect to consent and decisions based exclusively on automated 
processing. The critical aspects are discussed in Part One of our detailed comments below, while 
other aspects are covered in Part Two. 
 
PART ONE: CRITICAL ASPECTS 
 
1. Cross-Border Flows of Personal Information 
 
As mentioned in our cover letter, section 17 requires a privacy impact assessment to ensure that 
companies exercise due diligence before transferring personal information outside Quebec, which 
we agree with. However, as drafted, the provisions are confusing for consumers and companies. 
The assessment criteria are complex, subjective and do not include a reasonable proportionality 
test that would consider the nature of the issues and the size of the company concerned. 
 
Conducting individual assessments for all jurisdictions where companies might communicate personal 
information will entail significant problems and costs, especially when it will be necessary to retain 
the services of a foreign expert to carry out the assessment. In terms of determining the equivalency of 
other jurisdictions by the government, the European Union’s experience suggests that this will provide 
only very limited relief. As seen with the introduction of the General Data Protection Regulation (GDPR) 
in the EU, a substantial number of countries were excluded from the list of jurisdictions providing an 
equivalent level of protection because they do not meet the adequacy requirements for transfers of 
information, including the United States, Mexico, Australia, Japan, South Korea, Singapore, India and 
Brazil. Nonetheless, the European regulations allow the use of contractual clauses to transfer data with 
these countries.  
 
In addition, the list of equivalent jurisdictions in section 17.1 as introduced by Bill 64 will require a high 
degree of responsiveness on the part of the government because it will have to be comprehensive and 
constantly updated. Indeed, the European Union spent years analyzing the various countries deemed 
equivalent. We wonder how the Quebec government will be able to do similar work with potentially 
more limited resources and what assessment criteria will be considered. It would also be unthinkable 
for this assessment system to conclude that the protections of other Canadian provinces are considered 
non-equivalent. Indeed, such a finding could prevent a company doing business or having establishments 
in Quebec and other provinces from communicating between its establishments the personal 
information needed to serve its clients. This could hamper business and service continuity.  
 
We therefore suggest that section 17.1 be deleted. Failure to do so will require a presumption of 
equivalency for Canadian provinces and territories. In the latter instance, section 8 of the act whereby a 
company is required to inform the person concerned that his or her information may be communicated 
outside Quebec would also have to be amended so that it would be subject to this presumption. 
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Further, as mentioned in our cover letter, the equivalency requirements proposed in section 17 do 
not appear to propose an alternate mechanism to allow the communication of personal information 
if a company determines that the jurisdiction outside Quebec does not have, within its legal 
framework, privacy principles equivalent in degree to those stated in the Private Sector Act. 
We would therefore recommend that the following changes be made: 
 

« 17. Before communicating personal information outside Quebec, a person 
carrying on an enterprise must conduct an assessment of privacy-related factors. 
The person must, in particular, take into account: 
  
1-the sensitivity of the information; 
 
2-the purposes for which it is to be used; 
 
3-the protection measures that would apply to it, including contractual 
measures; and 
 
4-if applicable, the legal framework applicable in the State in which the 
information would be communicated, including the legal framework’s degree 
of equivalency with the personal information protection principles applicable 
in Quebec. 
 
The information may be communicated if the assessment establishes that it 
would receive a level of protection equivalent to that afforded under this Act. 
The communication of the information must be the subject of a written 
agreement with a third party that takes into account, in particular, the 
results of the assessment and, if applicable, the terms agreed on to mitigate 
the risks identified in the assessment. 
 
The same applies where the person carrying on an enterprise entrusts 
a person or body outside Quebec with the task of collecting, using, 
communicating or keeping such information on its behalf. 
 
This section does not apply to a communication of information under 
subparagraph 7 of the first paragraph of section 18. » 

 
2. New Consent Requirements 
 
The Civil Code of Québec requires that a person who purchases an insurance policy “represent all the 
facts known to him which are likely to materially influence an insurer in the setting of the premium, 
the appraisal of the risk or the decision to cover it.” This is one of the cornerstones of insurance. 
Access to and use of this information is essential to maintaining the products and services available 
to consumers. Moreover, the overwhelming majority of these “facts” referred to in the Civil Code are 
personal information. It should be further noted that other statutes such as the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act also require the collection of personal information. 
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Bill 64 amends section 14 of the Private Sector Act which requires consent to be clear, free and 
informed and be given for specific purposes. Consent under Bill 64 must be requested for each 
such purpose, in clear and simple language and separately from any other information provided 
to the person concerned.  
 
We understand that the purpose of these amendments is to ensure that the individual understands 
what he or she is consenting to. However, we are of the view that these amendments, as drafted, 
will have the effect of reducing the true value of consent as a mechanism to protect personal 
information by creating an overabundance of notices and documents that will result in “consent 
fatigue” among consumers.  
 
In addition, the requirement to obtain consent separately from any other information provided 
to the person concerned will have a significant operational impact on the financial sector and 
will make processes more cumbersome for consumers, without improving the protection of 
their personal information. 
 
While the client’s proper understanding is at the heart of the notion of consent, the desirable objective 
should be to strike the right balance between providing the information that consumers need in order 
to give valid consent without complicating their access to products and services. Consent in clear and 
simple language that is brought to the consumer’s attention and obtained in a timely manner is far 
better for the consumer than a multitude of consents. We therefore propose the following changes:  

 
« 14. Consent under this Act must be clear, free and informed and be given for specific 
purposes. It must address the main purposes in clear and simple language that are 
highlighted. If the person concerned so requests, assistance is provided to help him 
understand the scope of the consent requested. » 
 

3. Decision Based Exclusively on an Automated Processing 
 
Section 12.1 of Bill 64 states that for any decision based exclusively on an automated processing, 
the personal information used to make the decision must be disclosed to the person concerned 
upon request. Further, there is a requirement to disclose the factors that led to the decision. 
 
We are afraid that, as written, the requirement may force companies to disclose privileged 
information about their business strategies, operations, or the technologies they use. In order to 
disclose how a decision was made, the business may have to include details of how, for example, 
the online tool or the algorithms that were used work. This may hinder companies from investing 
in new technologies or innovations. Indeed, while an algorithm requires a great deal of time and 
resources to develop, it would be easy to reproduce it if its component factors were disclosed. 
 
Instead, we would recommend that the language be amended such that businesses would be 
allowed to keep proprietary information confidential so as not to harm trade secrets. Further, 
we would recommend that this provision be grandfathered so that technologies developed before 
entry into force of the amended act would not have to meet the new requirements. 
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In addition, the last paragraph of section 12.1 must not create a review process separate from that 
already in place for other types of decisions within the company. 
 
4. Timeline for entry into force and grandfathering  
 
According to our interpretation of the obligations contained in Bill 64, the timeline for entry into 
force proposed in the transitional provisions appears unattainable insofar as certain obligations are 
concerned. While we place a high priority on privacy in our current operations, major changes are 
expected for all activities across the insurance and financial services industry in the event that Bill 64 
is adopted as is. Furthermore, until such time as the obligations laid out in Bill 64 have been finalized, 
it will be impossible to identify and assess the impact of the new measures on our members’ existing 
commercial functions. Consequently, it will be impossible to begin introducing the measures required 
to implement these changes until the bill is available in its final version.  

 
Assuming that lawmakers will proceed with the proposed changes, it is our view that the timeline for 
entry into force should align instead with the two (2) years provided by the European GDPR. This will 
allow us to ensure business continuity for our companies and provide the highest level of privacy 
protection throughout the deployment and implementation of changes to comply with Bill 64.  

 
However, we will require a minimum of three (3) years to implement the changes needed to fulfill 
the obligations relating to anonymization (section 23), destruction (section 23) and communication 
of personal information in technological format to third parties (following review) (section 27).  
 
A grandfather clause will also be needed with respect to privacy impact assessments for certain 
information system or electronic service delivery projects (section 3.3), previously obtained consents, 
including advance notices of nominal lists (sections 12 and 14), decisions based exclusively on 
automated processing (section 12.1), technologies developed prior to entry into force that could not 
be made to comply with the new requirements for anonymization (section 23), destruction (section 
23), communication of personal information in technological format to third parties (following 
review) (section 27) and communication of information outside Quebec (section 17). 
 
5. Penalties  
 
As indicated in our cover letter, it is important that penalties be balanced and reasonable so as not 
to result in excessive caution and deter healthy competition and innovation. 
 
Bill 64 prescribes substantial criminal fines and monetary administrative penalties for anyone 
who is in contravention of specific provisions in the Act. We believe that the penalties could have 
undesirable effects if they are not subject to a principle of proportionality and a materiality test, 
given that many concepts are new or imprecise. For example, the concepts of “right to data 
portability” and “right to cease dissemination and de-indexation” are new to the business sector. 
The bill also provides for a private right of action allowing individuals to be compensated for 
unlawful injury under the law. We are concerned that this new right will provide an additional 
incentive for unfounded class actions.  
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Taken together, these penalties represent significant amounts. There is a concern that the high 
penalties and lack of clarity as to how they will be applied may deter innovation and dampen trade. 
It is important that penalties are balanced and reasonable so as not to deter competition. 
Not to mention that under section 93 of the Private Sector Act, a company’s directors, officers or 
representatives will be subject to much higher penalties under section 91. These are very onerous 
responsibilities in consideration of the fact that a penalty may be imposed for an omission. We 
wonder what impact these significant penalties will have on the recruitment of qualified people 
for such positions. A new manager, for example, could be held substantially accountable, 
specifically at the start of his or her new role.  
 
We would recommend that the legislation provide companies with some flexibility by giving them a 
window of time to adjust to the new provisions before imposing significant penalties. Consequently, 
we would recommend that the legislation consider including a principle of proportionality and 
a materiality test, whereby the impact of the violation is taken into consideration. 
 
PART TWO: OTHER ASPECTS 
 
6. Confidentiality incidents and register of incidents 
 
We believe that the sections of Bill 64 dealing with reasonable measures that must be put in place 
to reduce the risk of privacy breaches, prevent new incidents of a similar nature and inform 
the persons concerned require clarification and should be coordinated with federal legislation 
and the legislation of other Canadian jurisdictions and regulatory agencies. 
 
For instance, the criterion of proportionality and the materiality test for reporting confidentiality 
incidents under section 3.5 of Bill 64 differ from what is found in other legislation in Quebec and 
Canada. Bill 64 does not include the concept of “real” risk of harm found in the federal act. This 
variation would complicate incident management for any company operating across Canada and 
would unnecessarily complicate incident management with no additional benefit to consumers. 
 
To mitigate these risks, we suggest the following changes to the second paragraph of section 3.5:  
 

“If the incident presents a real risk of serious injury, the person carrying on 
an enterprise must promptly notify the Commission d’accès à l’information 
established by section 103 of the Act respecting Access to documents held by 
public bodies and the Protection of personal information (chapter A-2.1) (…) »  

 
In addition, section 3.6 introduces use not authorized by law of personal information as 
representing a confidentiality incident. We submit that unauthorized use constitutes non-
compliance with section 12 of the Act rather than a confidentiality incident. Consequently, 
this redundant concept should be removed from the definition of confidentiality incident. 
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Further, the fourth paragraph of that same section creates too broad a category of privacy breach, 
including “any other breach in the protection of such information.” We suggest that this obligation 
be applicable only if it is a serious breach of the security measures that protect personal information.  
 
The requirement under section 3.8 to keep a “register of confidentiality incidents” must allow 
companies with multiple establishments to have multiple registers, not just one, to avoid creating 
undue operational difficulties. Companies should be required instead to “document” confidentiality 
incidents that present a real risk of serious injury. Consequently, the content of the register should 
remain flexible.  
 
Finally, we submit to you that section 18.3 should not require in a mandate or contract that the 
mandatary or the person performing the contract notify the company of any attempted violation 
of obligations relating to the protection of personal information. Indeed, some technology service 
providers are subject to daily attacks. It would be unreasonable to require that they notify their 
clients as often as that.  

 
7. Nominative lists and commercial prospection 

 
Sections 22 and 23 of the Private Sector Act, which provide for an exception to the need for 
consent in the case of the use of a nominative list, have been removed from Bill 64. Section 12 
of Bill 64 provides that personal information may be used for another purpose without the consent 
of the person concerned, including if it is used for purposes consistent with the purposes for which 
it was collected and if it is used for the benefit of the person concerned. However, section 12 of 
the bill specifies that commercial prospection may not be considered a consistent purpose, and 
we would like to see this removed. 
 
We believe that a company’s clients expect to receive offers of complementary products and services 
from the company they do business with (or members of its group). Offering these products and 
services is in the client’s interest and often fulfills a customer need. Many financial products, for 
example in the area of insurance, need to be offered, otherwise consumers will not take the initiative 
to buy them on their own if they need them. Out-of-country travel insurance is a case in point. 
Expenses incurred in the event of illness outside Canada can be very costly and the experience of 
insurers shows that a large number of people are unaware that the provincial public health insurance 
plan will not pay (or pays very little) for medical expenses incurred outside Canada.  
 
In some situations, partnership agreements are made between financial institutions and associations 
or other similar organizations so that the financial institution (including its financial group) offer 
financial products and services to members of these partners. In such instances, only personal 
information on a nominative list is used (names and contact information) and this allows the benefits 
of the partnership between, for example, their association and the financial institution, to be shared. 
 
We believe that a distinction must be made between offering products and services by the 
company and its group (or as part of a partnership) and communicating personal information 
(sale of nominative lists) for the purpose of commercial prospection by a third party company. 
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The client’s reasonable expectation that their personal information will be used is not the same 
in both situations. In our view, there is a consistent purpose, i.e. a direct and relevant connection, 
between this type of commercial prospection that primarily uses personal identifying information 
when the primary purposes and use is clearly for the benefit of the person concerned in the first 
situation. As such, commercial prospection as stated in section 12 should not include offering 
complementary products and services by the company and its financial group.  
 
Consequently, the bill should be reviewed to establish that commercial prospection should refer 
only to the transfer or sale of personal information to a third party company. The offering of 
products and services by a company and the members of its group, as well as the types of partners 
mentioned above, should not be considered commercial prospection and, on that basis, should not 
require additional consent. 
 
8. Business transactions 
 
We commend the government for adding section 18.4 to allow the communication of personal 
information without the consent of the person concerned in connection with business transactions.  
 
We believe this section is a move in the right direction. We would suggest, however, that it be expanded 
to include, for example, the sale of a business, a merger or the leasing of a company’s assets. Without 
these additions, the new provision will not achieve its objective. We therefore propose replacing the last 
paragraph of section 18.4 and adopting a definition of “business transaction” as follows: 
 

“For the purposes of this section, a business transaction involves 
a transfer of ownership of all or part of an enterprise.  

Business transaction includes 

(a) the purchase, sale or other acquisition or disposition of an 
organization or a part of an organization, or of any of its assets; 

(b) the merger or amalgamation of two or more organizations; 

(c) the making of a loan or provision of other financing to an organization 
or part of an organization; 

(d) the creating of a charge on, or the taking of a security interest in or 
a security on, any assets or securities of an organization; 

(e) the leasing or licensing of an organization’s assets; and 

(f) any other prescribed arrangement between two or more organizations 
to conduct a business activity. (transaction commerciale)" 
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9. Concept of file 
 

We commend the government for removing the concept of “file” and introducing the more 
modern principle of the purpose for collecting personal information. This concept is better suited 
to new technological realities and people’s expectations.  
 
We also support the exclusion, in section 1, of information concerning the performance of duties 
within an enterprise by the person concerned from application of the sections on the collection 
and confidentiality of personal information. This change facilitates trade and access to company 
representatives, thereby benefitting customer service.  

 
10. Responsibilities relating to protection of personal Information  
 
Privacy Officer 
 
While we also support the creation of a privacy officer (person in charge of the protection of personal 
information) function, it is our view that the obligations and responsibilities in relation to this role 
under section 3.1 of the Private Sector Act are complex. It would be much more appropriate, yet still 
effective, for designation of the person or sector responsible to be left to the choice of the company. 
This could be the person exercising the highest authority, the chief compliance officer or some other 
person, depending on the company’s structure. It would be up to that person to ensure compliance 
and implementation of the legislation without this designation exempting the company from the 
obligations stated therein. Only if the company fails to make any such designation would it 
automatically fall on the person exercising the highest authority to assume the role. 
 
In addition, it should be possible to delegate the personal obligations of the privacy officer to other 
staff members, sectors or departments as may be necessary, if only to facilitate the performance of 
those obligations.  
 
Publication of Privacy Policies 
 
As for the obligation to publish the company’s privacy policies, we feel that the wording of section 
3.2 is too broad. It could imply the disclosure of documents whose content is not intended for a 
public audience. We believe it would be more appropriate and clearer for consumers if companies 
were to publish a consumer-specific explanatory document that summarizes their privacy policies 
and procedures. Some internal policies can be extremely technical and require a high degree of 
understanding, making them poorly suited for consultation by consumers who are more interested 
in finding out about the company’s practices with respect to the collection, use and communication 
of personal information and how it is protected.  
 
In addition, some internal policies may contain commercially sensitive information or unique 
approaches that should not be publicly disclosed to competitors, as well as aspects of internal 
management that are not relevant to the general public. The publication of such documents is 
problematic and could lead to the disclosure of information that goes beyond the purpose of 
the obligation set out in section 3.2 of Bill 64.  
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Privacy Impact Assessment 
 
Section 3.3 of Bill 64 requires that an exhaustive privacy impact assessment (assessment of privacy-
related factors) be conducted for any information system project or electronic service delivery project 
involving the collection, use, communication, keeping or destruction of personal information. This 
requirement is disproportionate considering the size and number of information systems used within 
companies.  Since it is a risk management process, the need to conduct an assessment must be based 
on a principle of proportionality and a materiality test taking into account the degree of sensitivity 
of personal information, the nature of the issues and the size of the company. Furthermore, an 
assessment should be conducted only for major projects whose implementation will follow the entry 
into force of Bill 64. A project assessment may be necessary to determine whether a privacy impact 
assessment is needed, but the latter should not be required in all the cases specified in section 3.3. 
 
Finally, we wonder what is to be understood by “computerized personal information.” This seems to 
be a new category of information, but no definition is provided. We would like a better understanding 
as to what is meant by a “structured, commonly used technology format.” 
 
11. Collection of personal information  
 
We wonder what meaning should be given to the word “means” in section 8(2). We understand 
that the intent behind disclosure of the “means” used to collect personal information is to ensure 
transparency as regards collection (for example, if the information is collected using cookies). 
Consequently, we suggest “when done without the knowledge of the person concerned” be added 
at the end of the sentence as indicated below. Such disclosure would be unnecessary, for example, 
when personal information is collected by a company representative over the phone.  
 

“8. Any person who collects personal information from the person concerned must, 
when the information is collected and subsequently on request, inform that person 
 
(1) of the purposes for which the information is collected; 
(2) of the means by which the information is collected when done without 
the knowledge of the person concerned; 
(3) of the rights of access and rectification provided by law; and 
(4) of the person’s right to withdraw consent to the communication or use of 
the information collected.” 

 
Section 8(4) must be amended to allow an exclusion when the withdrawal of consent results in the 
inability to continue providing the service to the person concerned. In some situations, the requested 
personal information is essential to the performance of the service. This is the case when an insurer, 
in order to verify the validity of a claim, collects information about the insured’s medical condition. 
If the insured withdraws the consent allowing the insurer to access this information, it becomes 
impossible for the insurer to review the file and, consequently, to ascertain whether the claim meets 
the policy requirements in order to pay benefits. Without this exclusion, companies will undoubtedly 



14 
 

receive many unjustified complaints, not to mention that a valid refusal may be interpreted 
as contravening section 9.1 We suggest you introduce the following paragraph:  

 
“A person may withdraw consent at any time, subject to any legal or 
contractual restrictions and reasonable notice. The enterprise must 
inform the person of the consequences of such withdrawal.” 

 
Generally speaking, the duties to disclose in this section will be difficult to apply when personal 
information is collected over the telephone. Although consumers are increasingly turning to Internet 
transactions, many transactions are still done by telephone. Given this, we believe that the quantity 
of information to be disclosed will have a significant impact on the customer experience. We suggest 
allowing that the information required in subsections 3 and 4 be provided after the transaction.  
 
12. Collection of personal information by identification, location-tracking or profiling 

technology and default setting 
 
The wording of the sections concerning the obligations with respect to identification, location-
tracking or profiling technologies is imprecise and should be improved to avoid confusion and 
include new situations that were not contemplated when Bill 64 was drafted.  
 
It is also important to note that the requirements and policies relating to sections 8.1 and 8.2 will 
need to be implemented Canada-wide because it would be difficult to limit these technologies to 
within Quebec. What concerns us is the potential risk that other Canadian provinces may adopt 
different, possibly contradictory rules. If that were to occur, companies would be subject to 
obligations impossible for them to fulfill and perhaps liable to penalties.  
 
Default technology setting 
 
The wording of section 9.1 is imprecise. Our understanding is that, in reality, the purpose is to 
ensure that the person collecting personal information does not “pre-select” a level of protection 
that is less than the maximum offered for a specific service. For example, a company that provides 
a social platform, such as Facebook, must ensure that the information posted there is private 
without users having to take any action. The choice is therefore left to users to change their 
preferences and allow public access if they wish. The advantage of this requirement is that 
the information of a user less skilled with the technology would initially be protected.  
 
As it is currently worded, section 9.1 also raises questions as to the meaning of the expression 
“technological product or service.” We believe it to be a product or service of an electronic nature. 
Consequently, the default standard should apply only to publicly available systems (e.g. mobile app) 

 
1 “9. No person may refuse to respond to a request for goods or services or to a request relating to employment by reason 
of the applicant’s refusal to disclose personal information except where  
(1)   collection of that information is necessary for the conclusion or performance of a contract; …” 
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and not to internal electronic systems used to capture data. Also, does this standard apply to the 
product or service’s design as well, or to the options that are ultimately made available to users 
(or both)?  
 
Furthermore, the expression “highest level of confidentiality” may include all protections, not only 
in terms of privacy, but in terms of all safeguards or security measures as well. In such a case the 
standard would be too costly. That is why it is necessary to consider the context of the product 
or service being provided, require that protection be “reasonable under the circumstances” and 
introduce qualitative criteria or a proportionality test similar to the GDPR. 
 
Even if the relevant sections are clarified, changes to the process of rolling out digital applications 
will require more time and resources than the one-year timeframe for the coming into force of 
the Act.  
 
13. Depersonalization, destruction and anonymization 

 
The requirements of section 23 should be coordinated with other Canadian jurisdictions. For 
example, Principle 4.5.3 of Schedule 1 to the Personal Information Protection and Electronic 
Documents Act (PIPEDA) states that “[p]ersonal information that is no longer required to fulfill the 
identified purposes should be destroyed, erased, or made anonymous. ” So, personal information 
would have to be anonymized in Quebec, but could be depersonalized in other provinces. This lack 
of equivalency would be impossible to manage since personal information is not necessarily classified 
by province. Consequently, we ask that depersonalization be added as possible under section 23.  
 
While we understand the need to use a flexible assessment test for the anonymization process, 
the definition suggested in section 23 of the bill could be interpreted too narrowly and be difficult 
to apply. The use of the term “best” in referring to practices puts all companies on an equal footing 
in terms of technological resources. The anonymization solutions that, for example, Google can put 
in place may be deemed to be the best recognized practices, but very few companies have the 
resources needed to institute the same practices. It is important to consider the type of business, 
the context in which it operates and its size.  
 
In addition, since the technology is evolving rapidly, the anonymization practices used should be 
assessed on the basis of the state of the technology at the time of anonymization and not on an 
ongoing basis. The best anonymization technique today may be considered insufficient tomorrow, 
which would force companies to be constantly reworking the anonymization of data in their 
possession. We believe it would be reasonable for the validity of the practices used by a company 
to be assessed in its normal oversight process. We therefore suggest changes in this regard:  
 

“23. Where the purposes for which personal information was collected or used 
are achieved, the person carrying on an enterprise must destroy, depersonalize 
or anonymize the information, within a reasonable timeframe, subject to any 
preservation requirement provided for by an Act.  
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For the purposes of this Act, information concerning a natural person is 
anonymized if it irreversibly no longer allows the person, based on generally 
accepted practices, to be identified directly or indirectly.  
 
Information anonymized under this Act must be anonymized according 
to generally accepted best practices at the time of anonymization. ” 

 
We further suggest amendments be made to allow the retention of personal information for 
a reasonable amount of time after the purpose has been achieved. In our industry, insurers are 
subject to multiple retention requirements; however, the timelines are not always specified in 
the applicable legislation. For example, section 50 of the Quebec Insurers Act requires an insurer to 
keep a complaints register. This requirement implies an obligation to retain documents that may be 
subject to complaints but does not specify how long they must be retained. As a result, to ensure 
consistent compliance by every insurer, our members use a document retention schedule based 
on applicable legislation and practices in the life and health insurance industry. In this regard, the 
CLHIA has developed a model document retention schedule to serve as a guide for its members.  
 
Some new obligations will entail substantial overhauls that will require additional financial and 
technological resources. More than one year will therefore be needed to make all the necessary 
changes to comply with the requirements moving forward. An even longer timeframe will be 
necessary if companies have to destroy or anonymize the information already in their possession 
before the deadlines established by their internal retention rules. It will also be necessary to state 
that information on backup and business continuity systems can be maintained and destroyed 
according to their normal destruction cycle under the aforementioned retention schedule. 
 
14. Right of Access  
 
General considerations 
 
Section 32 contains an example where delegation of the responsibilities of the person in charge of 
privacy is essential. Depending on the size of the company, it may be impossible for one person 
alone to respond to all access requests within the required time limits.  
 
Life and health insurers receive a significant number of access requests of all kinds, and we strive to 
help people who are grieving. However, we would like a better understanding as to what would be 
reasonable criteria to follow regarding the bereavement process and how individuals will be 
informed of their right, moving forward, to object to a company disclosing their personal 
information under section 40.1.  

 
We propose that you amend the first sentence of section 40.1 to clarify that this disclosure is only 
permitted on compassionate grounds as follows: “A person carrying on an enterprise may 
communicate, on compassionate grounds, the personal information…” This clarification will 
exclude the financial grounds referred to in section 41 APPIPS.  
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We further submit that section 27 should be amended to also allow the “consultation” of personal 
information held by a company about a person concerned, rather than a copy of that information 
being automatically provided. Indeed, this expression makes it possible to send copies of personal 
information, but also offers the flexibility to allow access to personal information that cannot 
reasonably be copied, which requires additional protection or whose transcription is unintelligible. 
This approach has been adopted under PIPEDA and is working well because it provides greater 
flexibility for exception cases.  

 
Request to communicate personal information by the person concerned 
 
The last paragraph of section 27 raises numerous questions, and we submit that it should not be 
adopted until a more comprehensive review is done to establish the appropriate regulatory 
framework for exercising the right to “data portability,” as indicated in our observations below. 
 
First, it is important to consider that the concept of data portability primarily serves market 
competition (easier access to goods and services), and privacy is just one aspect of consumer 
protection. Therefore, we do not believe that the APPIPS framework can contain all the aspects 
of the infrastructure needed for the right to portability to be exercised securely.  
 
In short, this issue must be part of a broader discussion on the framework necessary to introduce 
such a right. Careful consideration must be given to the role of other statutes and their interaction 
with privacy requirements. Mobility can facilitate competition, but the playing field must be level 
and protect all parties. Clear guidelines on how this right to portability can be exercised, including 
its exclusions, as well as any technological specifics (file format, etc.) must be established so 
that the same rules apply to all participants and that the personal information that is shared is 
sufficiently protected. Insurers typically have sensitive personal information in their possession, 
including medical information, so we are committed to ensuring that a right to portability can only 
be exercised in a secure environment.  
 
It will be crucial to state specifically that the personal information subject to disclosure will be 
limited to information collected directly from the individual, but does not include derived data 
developed by the company on the basis of that information.  

 
The new provisions also raise several other questions: 

 
• Can companies refuse or will they be protected if an individual asks for personal information 

to be shared using a means of communication that is not secure?  
 
• What is an authorized body? Is it authorized by the APPIPS? By the person concerned? 

What will be the criteria for authorization? The legislation should refer instead to a body 
that the applicant has authorized to transfer their personal information.  
 

• Can the disclosure request come directly from another company? If so, what are the criteria 
for proof of consent by the person concerned? 
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• What are the criteria for interpreting the expression “serious practical difficulties”? Depending on 
the nature of the issues and the size of the business, this analysis could vary widely. No company 
wants to be subject to penalties for misinterpreting what represents serious practical difficulties.  

 
Without serious consideration of these issues, the costs both financially and in terms of resources 
that could be incurred to meet such requests appear to us unreasonable. Not to mention that 
some older computer systems were not created with the possible right to portability in mind. 
Consequently, these requirements must apply only to the design of new systems, not existing ones.  
 
Communication to third parties 
 
We are uncertain as to what distinction must be made between “mandatary” and “agent” used 
in sections 18.3 and 20 respectively.  
 
15. Right to cease dissemination and de-indexation  
 
Section 28.1 should specify that the corresponding requirements apply only in the context of 
the dissemination of publicly available personal information, for example on the Internet through 
search engines, and thus accessible to all. It would be inconceivable for these rules to apply to all 
private computer systems. The context for the dissemination of information therefore needs to be 
made clear as the public test for dissemination may not be understood by all.  
 
MISSING ELEMENTS 
 
16. Purpose of the Act 

 
It would be important to incorporate an additional purpose in section 1 in order to express 
the need for the rules to be established in a manner that reflects a balance between the right 
of individuals to privacy with respect to their personal information and the need of companies 
to collect, use or communicate personal information for purposes that a reasonable person would 
deem acceptable under the circumstances. 
 
Such a preamble would serve as a guide and allow the necessary flexibility as regards the interpretation 
of certain sections that appear to lack clarity but cannot be overly prescriptive for fear that the APPIPS 
could not be adapted to various technological developments. This flexibility is necessary, particularly 
when considering the number of possible penalties (sanctions, fines, etc.) in the event of non-compliance 
with the APPIPS. We therefore suggest that you introduce the following paragraph: 
 

“1. The purpose of this Act is to establish, for the exercise of the rights conferred 
by sections 35 to 40 of the Civil Code concerning the protection of personal 
information, particular rules with respect to personal information relating to other 
persons which a person collects, holds, uses or communicates to third parties 
in the course of carrying on an enterprise within the meaning of section 1525 
of the Civil Code.  
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These particular rules must be applied in a manner that recognizes the right of 
individuals to privacy under the Civil Code of Québec and the need for enterprises 
to collect, hold, use or communicate personal information for purposes that 
a reasonable person would deem appropriate under the circumstances.  
 
The Act applies to such information…”  

  
17. Protection from Fraud  

 
Life and health insurance fraud is a real crime with real consequences. In Quebec, the life and health 
insurance industry paid out about $5 billion in benefits under employer-provided insurance plans. 
Even though fraudulent claims account for only a tiny fraction of the total, in group insurance alone 
they can cost the system millions of dollars. Fraud costs everyone: plan sponsors (employers), 
employees and their families, and insurers.  
 
That is why we submit to you that any privacy legislation must include a provision that allows 
companies to share personal information necessary to protect against fraud. While this appears to 
be supported by section 18 APPIPS, its wording could stand to be clarified. Consequently, the CLHIA 
asks that this section be clarified and coordinated with other Canadian jurisdictions to facilitate 
the consistent use of personal information in the detection and prevention of fraud. Without this 
change, companies outside Quebec will be better positioned to fight fraud than Quebec-based 
companies, with the resulting costs. 
 
We therefore suggest that you add, after subparagraph 9 of section 18 APPIPS, the following 
subparagraph 10 to clarify the right to share personal information without the consent of the person 
concerned for the purposes of detecting, suppressing or arresting fraud. This change will allow 
companies to protect themselves and, in turn, better protect their customers in most provinces 
in Canada. Our suggestion is based on PIPEDA, once it has been amended to include our requests 
for improvement (in bold) submitted to Innovation, Science and Economic Development Canada:  

 
“18. A person carrying on an enterprise may, without the consent of the 
person concerned, communicate personal information contained in a file 
he holds on that person 
 
… 
 
(10) if the communication is made either on the initiative of an enterprise to 
another enterprise, or by the enterprise at the request of another enterprise, 
and is reasonable for the purposes of detecting or suppressing fraud or of 
preventing fraud that is likely to be committed and it is reasonable to expect 
that the disclosure with the knowledge or consent of the person concerned 
would compromise the ability to prevent, detect or suppress the fraud;”  
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18. An exclusion from consent for personal employment relationship information 
 
Bill 64 should also contain an exception to the rules for obtaining consent for employees’ personal 
information,2 as provided in the privacy laws of Alberta, British Columbia and PIPEDA. Under these 
laws, employers may collect, use and disclose the personal information of employees, as defined,3 
necessary for the establishment, management or termination of an employment relationship without 
the consent of their employees, although they have an obligation to inform employees of their 
practices. We also suggest that you add, for clarity, that the employment relationship includes benefits.  
 
The same applies to personal information concerning individuals produced in the course of their 
employment, business or profession.4 Businesses may collect, use or disclose personal information 
produced by individuals in the course of their employment, business or profession without the 
individual’s consent, provided that collection, use and disclosure are consistent with the purpose 
for which the information was produced.  
 
19. Financial Abuse 
 
We submit that clarifications should be added to section 18.1 so that financial institutions are able 
to protect their clients at risk from financial abuse. Although the section may be extremely useful 
in situations of physical or psychological violence, it is not necessarily helpful in cases of financial 
abuse because it does not always equate to those situations of violence or urgency as described 
in section 18.1.  
 
Financial institutions are seeing more and more cases that may be financial abuse. Unfortunately, 
the criteria in section 18.1 are too burdensome, with the result that many situations that should 
be reported are not. It is important to note that it is difficult for a financial institution to obtain the 
consent of the person concerned, and in some cases, for example, the person is incapable of giving it. 
 
We therefore suggest that you broaden the scope of section 18.1 so that information can be shared 
when needed to prevent or suppress a situation of financial abuse at the company’s initiative.  
 
 
  

 
2 Section 13, British Columbia Personal Information Protection Act, SBC 2003, c. 63 (BC PIPA); section 15, Alberta 
Personal Information Protection Act, SA 2003, c. P-6.5; and section 7.3 PIPEDA. 
3 Section 1, British Columbia Personal Information Protection Act, SBC 2003, c. 63; section 1(1)(j), Alberta Personal 
Information Protection Act, SA 2003, c. P-6.5; and section 4(1)(b) PIPEDA. 
4 Sections 7(1)(b.2), 7(2)(b.2) and 7(3)(e.2), PIPEDA, and section 1, BC PIPA. 
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